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As they say in all the best cinemas
For the enjoyment of all...

Please Switch mobile sounds off
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FEEDBACK QUESTIONNAIRE

“Yourfeedback for future events iz spprecisted — please tick

OK Good Excellent

1. Location of event
2. Refreshments at event

Too Short Just Right Too Long

3. Length of seminars

4. Did exhibitors at event meet yourexpectstions.

Excellent

1.7 Prezenter style & clanty
2. Presentation visuals

oo Shar JuEtHight TagLsng

3. Length of presentation

Mo Yes

4. Did content meet yourexpectations
Comments: H

(weabroot

Excellent

1. PrEsantar Syle & SlEny

2. Presentation visuals

Too Short Just Right Too Long

3. Length of presantstion

No Yes

4. Did content meet yourexpectstions
Comments:

Good Excellent

1. Communication & Information Hrovided

2. Registration — on-line
3. Registration — on amval stevent
Comments: :

redus €3 i
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PANDA CRYPTOCard

SEBASTIAN Jason Hart
ZABALA
The Malware Threat Landscape Dondt be blinded
Changing cybercrime industry Including live hack
Thank you to toda \j nsor s
THAMES VALLEY @ the
(@5 R insioht
GROUP egus ) ))QFOUD
working with worl dés | argest applying technology to
Berkshire businesses provider of workplace marketing communications
solutions and pr
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WHO WE AF PANDA

SECURITY

One step ahead.

History 20 years innovating since our birth in 1990

Markets & Securityproductsfor businessand domesticusers
Products Protection through integrated solutions
Protection against malware: viruses, spam, phishing and other threats

Locations

Head offices in Spain (Madrid and
Bilbao)

Subsidiaries in US, Germany, Benelljx,
France, Austria, UK, Brazil, Sweden,
China and Japan

Local offices in over 50 countries and
sales in over 200

700directemployeesand 1.500 in
total worldwide
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SEBASTIAN ZABALA

Who am 1?

Employedby Panda Security Sweden in 1999
Since2010,partly basedin the UK
Role

{ S O dzNd#hisiast ¢

Senior Project Manager
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Time for the firsiexercisX




Oldskoolmalware authors




Their goal:

Shortversion:

CreateCHAOSI!

Long version:

To create the fastest most widespread attack to gain

your attentation and fear so that they can impress
0KSANI a20AFftfteé aOKIffSy3aSt
minutes of fame.

T ¥



And the attacks looked like this:

8 1 have 1F] AGRANT SYSTEM ERROR

J collect
8 yoursel
J be: YES
® vow ha , Computer over.

Virus =Yery Yes.

That's not a good prize!
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Is It the same motivation today?

Is It the same people behind it the attacks
we see today?



New Bad Kids On The BloBlBKOTB
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Their goal:

Shortversion:

Makemoney!!

Long version:

To silently and unnoticed gain information or computer capacity than
can be converted into monetary means. It can be EVERYTHING from
bank accounts, credit cards, gaming accounts, online shopping
accounts or othemteresteingsecurity classed information that | can
sell to an interested '8 party. Or use the computers capacity to launch
further spam, phishing attacks or install adware/spyware.
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€ the way Security
erter alerts me

See abwo

Backup and Restore

Security essentials
To help protect your computer, make sure the four security essentials below are marked On or
OK.

Using Windows Secunty Centes

Firewall W OnOvJ
Autamatic updating On® (w
Malware protection One v
Other security settings OK©® (»

Thefactis that themajority of
todaysattacks aranvisibleand
AaK2gavisualg @ ¥ LJG 2 Yaé
infection. Rememberthe lastthing
youwantis to benoticed
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MAKE MONEY ON
MALWARE?7??

How? Andproveit
pleaseX



@ Nortel Antivirus

Register Now
@ Home & Internet Security o

Nortel: System scan

.

Not Secure

Detals

® Spyware Clwrdomsisystem32y Spryware, [EMonster .d Steaks passwords fre

Type Run typs Name

® Adwaee MRoeun Ziob. PamAdvertiser.ba Adware that display
® Spyware Sforun pare, IMMorstor Program that can be
@ Backdoor Cilwindon ystem32is.. Rbot fn Anl ontroded ba

ostealer Barker E Steaks serskive infor
sher that loads p
Security @ spyware Froeun Spyware.KnowrBadStes  Uses the Windows h

System Scan Trojan atorun

® Diaber Clamdowsisystem32ic Disder, Mpehibam biz_diaber

Trojan aforun Trosan. Tooso Trojan.Toozo = & trc

Privacy 58 that oe

Trojan

rem3zie. .. Trojan. MadGrabber.s Trojan ho

Upcate Trojan s\lsystem3Zia., Trojan.Alg.t Trojen program that
® Rogue C oram Fles\Truste Tristedartivirus A Corrupt and rmiglea
Settings ® Rogue SecurePCCleaner Rogue Security Soft
. Trojan Trojan BAT Adduser .t This Trojan has & me
® Spyware C:lwindowsls Spryware, 0075pySoftware  Program designed i
Trojan Colwindows|hdde Trosen, Ocher .£C 1]
< Norton Internet Security X

Scanning | ] | Scan Now

@ @ Leave Feedback @ Norton Account 0 Help & Support »
Computer Settings

N rt l Path {C1198FCI-ECA0-4026-ASAB-8ACBI1ICEFCES)
O e Scan Now » AntiVirus

Lants Infections found: 41 =
from scientists History & Quarantine AntiSpyware

Run LiveUpdate Definition Updates: 17 hours ago »

CPU Usage =1 Internet Settings

View Home Network Smart Firewall
Intrusion Prevention
Email / Message Scanning

System  Norton

39 0%
Norton Insight 71

Identity

Manage Log-ins Identity Safe
Manage Cards Antiphishing

from symantec

S ECURITY You have 55 days of subscription remaining

P_A—N DA Nort



FakeAntivirus
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WHY FAKE AV? IS IT REALLY
LUCRATIVE?



Fake A\Infected Computergy, 3.50%
Computers worldwideéy 1 billion (Forrester)

35,000,000 infected computers / monthly

op YAftAZ2Y O2YLIWziSNARA r op YAfftAZzZY
[ SGQa GF1S 2dzad KIfFY mTOp YAfEAZ2Y
Phishing victims (Gartnéy) 3.30%

5 5 7 . 5 O Oake A\buyers / monthly
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Fake A\Average Priced $59.95

$59.95 * 557,000 =$34 ! 62 1 : 125/MONTH

$415,453,500 rcc veue



Hacker reveals Russian software company behind anti-virus scam

Dan Raywood October 30, 2008

™

RELATED ARTICLES

& Phishing scam uses AOL
address to target eBay users

& Phishers prey on user's fraud
fears

& Man stung in $1.5million email
scam

& Hackers launch image spam
campaign

& YouTube profiles used by
scammers

LLPRINT [/EMAIL [JREPRINT FONT SIZE: & | A| A {3 BOOKMARK o® 70 £7

A hacker has revealed that a Russian software company is behind a
security scam to take money from spam and botnets.

The hacker revealed via files posted online that Bakasoftware makes
millions per year through an elaborate scheme that relies on email
spam and indirectly controlling thousands of unprotected PCs.

The company claims to make an antivirus program called Antivirus XP
2009 for English-speaking computer users. The program lodges itself on
a victim's computer and then begins generating a series of pop-up
messages warning that the user's computer is infected.

If the user responds to the warnings, he or she is urged to buy a $49.95 program for disinfecting the

machine.

FPANDA

SECURITY

The hacker, who identified himself as Neon, broke into a computer used by Bakasoftware for accounting.

Neon said that Bakasoftware's sales scheme relies on a network of affiliates. Once an affiliate is invited to
participate, it is given access to a control panel allowing it to distribute different types of mechanisms for
infecting internet-connected computers.

He claimed that affiliates get 58 to 90 per cent commission on sales of the software, explaining why the
rogue anti-malware products are so popular among hackers and spammers. Some could earn up to $5
million a year in the scam.

According to the New York Times, when the Bakasoftware program starts, it checks the language of the
computer user based on information contained in the Windows operating system. If it finds the personal
computer of a Russian language speaker, the program shuts down.
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