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As they say in all the best cinemas

For the enjoyment of all...

Please Switch mobile sounds off

Thank you



Your Feedback Is Important



SEBASTIAN 

ZABALA

Jason Hart

The Malware Threat Landscape

Changing cybercrime industry

Donôt be blinded by the light

Including live hack

Thank you to todayôs sponsors

working with 

Berkshire businesses

worldôs largest 

provider of workplace 

solutions

applying technology to 

marketing communications 

and pr



The MalwareThreatLandscape
Or Who? How? And What?!?!?!?



WHO WE ARE

History 20 years innovating since our birth in 1990

Markets & 
Products

Security productsfor businessand domesticusers

Protection through integrated solutions

Protection against malware: viruses, spam, phishing and other threats

Locations

Head offices in Spain (Madrid and 
Bilbao)

Subsidiaries in US, Germany, Benelux, 
France, Austria, UK, Brazil, Sweden, 
China and Japan 

Local offices in over 50 countries and 
sales in over 200

700 direct employeesand 1.500 in 
total worldwide

Country Partners Direct Presence



Employedby Panda Security Sweden in 1999 

Since2010, partly basedin the UK

Role:

{ŜŎǳǊƛǘȅ έEnthusiastέ

Senior Project Manager

SEBASTIAN ZABALA
Who am I? 
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Time for the first exerciseΧ



Old skoolmalware authors

V LΩƳ ǎƻ моот!

V I hate lusers(regular users)

V I hate everyone besides my h3xx0r friends

V ²Ƙȅ ŘƻŜǎƴΩǘ ŀƴȅƻƴŜ ƭƛƪŜ ƳŜΚ

V I WANT ATTENTION!

V I WANT TO DESTROY!

V By getting noticed by the AV-companies my 
άleetdomέ ǿƛƭƭ ōŜ ƪƴƻǿƴ ŀƴŘ ŦŜŀǊŜŘ ŀƭƭ 
around!



Their goal:

To create the fastest most widespread attack to gain 
your attentation and fear so that they can impress 
ǘƘŜƛǊ ǎƻŎƛŀƭƭȅ άŎƘŀƭƭŜƴƎŜŘέ ŦǊƛŜƴŘǎ ŀƴŘ ƎŜǘ ǘƘŜƛǊ мр 
minutes of fame. 

CreateCHAOS!!!!
Shortversion:

Long version:



And the attacks looked like this:



Is it the same motivation today?

Is it the same people behind it the attacks 
we see today?



New Bad Kids On The Block (NBKOTB)

VMoney talks and b*llsh*t walks

VThe last thing I want is attention
όƛǘ ƳŜǎǎŜǎ ǿƛǘƘ Ƴȅ άōǳǎƛƴŜǎǎέύ

VI want to increase my ARPIU (Average Revenue 
Per Infected User)

VMy enemy is the AV-companies trying to hurt 
my business



Their goal:

To silently and unnoticed gain information or computer capacity than 
can be converted into monetary means. It can be EVERYTHING from 
bank accounts, credit cards, gaming accounts, online shopping 
accounts or other interesteing/security classed information that I can 
sell to an interested 3rd party. Or use the computers capacity to launch 
further spam, phishing attacks or install adware/spyware.

Make money!!!
Shortversion:

Long version:



!ƴŘ ǘƘŜ ŀǘǘŀŎƪǎ άƭƻƻƪǎέ ƭƛƪŜ ǘƘƛǎ

The fact is that the majority of 
todaysattacks are invisibleand 
ǎƘƻǿǎ ƴƻ έvisualǎȅƳǇǘƻƳǎέ ƻŦ ǘƘŜ 
infection. Remember, the last thing
you want is to be noticed



MAKE MONEY ON 
MALWARE???

How? And proveit 
pleaseΧ





FakeAntivirus



DEMO



WHY FAKE AV? IS IT REALLY 
LUCRATIVE?



Fake AVInfected Computers Ą 3.50%

Computers worldwide Ą 1 billion (Forrester)

35,000,000 infected computers / monthly

Phishing victims  (Gartner)Ą 3.30%

ор Ƴƛƭƭƛƻƴ ŎƻƳǇǳǘŜǊǎ ґ ор Ƴƛƭƭƛƻƴ ǳǎŜǊǎ

557,500Fake AV buyers / monthly

[ŜǘΩǎ ǘŀƪŜ Ƨǳǎǘ ƘŀƭŦΥ мтΦр Ƴƛƭƭƛƻƴ ǇŜƻǇƭŜ



Fake AV Average  Price  Ą $59.95

$59.95 * 557,000   =   $34,621,125  /MONTH  

$415,453,500   PER  YEAR
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C!Y9 !± L{ bh² ! έw9![έ 
Lb5¦{¢w¸ΧǿƛǘƘtheir own
έǇŀǊǘƴŜǊ ŜǾŜƴǘǎέ


















